CITY OF SAN DIEGO

MEMORANDUM
DATE: September 27, 2007
TO: Fred Sainz, Director of Communications

FROM: Rick Reynolds, Assistant Chief Operating Officer

SUBJECT: Network (IP) Addresses for City Computers

The attached listing of network addresses (also known as Internet Protocol or IP addresses) for
the PC systems assigned to the City Attorney’s office located in the Civic Center Plaza building
is being provided pursuant to your request of September 26, 2007 to the Office of the CIO.

Please note that any release or disclosure of this information could result a serious breach of
system security and create a potential risk for unauthorized access into the City’s network.
While IP addresses in themselves may not be considered sensitive or confidential, the
information could be combined with network logs or other trackable system information,

- resulting in individually identifiable information which would typically not be available for or
subject to disclosure. In addition, disclosure of our internal IP addresses to any unauthorized
parties would violate system security policies by providing information that could be used
maliciously for “hacking”, or gaining unauthorized access, to City systems (either internally or
externally).
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